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Project Details
	Project title

	Implementation of new document processing platform (Anima).



	What is the purpose of the proposed project, and why is it necessary? 
What are the objectives of the project, and why do you need the data to achieve the objectives?

	The purpose is to provide automated processing, analysis, and extraction of information from various document types to improve efficiency and accuracy in document handling workflows. This will allow our organisation to: 
· Automatically extract and categorise information from documents
· Reduce manual processing time and human error
· Enable searchable document archives and data insights
· Support compliance and audit requirements through automated classification
· Process large volumes of documents that would be impractical to handle manually
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In this section describe what data will be processed and why it is necessary in relation to the purpose described in section 2.
Meet Annie!
Annie is the name of Anima’s AI tool. Annie helps with lots of tasks which humans can do, so that healthcare providers can spend more time with patients. 
What data is Annie trained on?
Annie is built on OpenAI’s models (which have been trained on expansive datasets) and fine-tuned by Anima’s engineers. This emulates the way in which humans learn to read, write, and understand the world around them. 
Is Annie trained on healthcare provider data?
No. Training, or learning, is an activity which is designed to increase functionality and retain knowledge. Think of learning to walk, or ride a bike, once you have learned how to do it you don’t forget. 
Anima have access to health records so that Annie can ensure that each summarisation is consistent with the practices of the healthcare provider. This is similar to the way that a temporary member of staff would learn systems, ways of working, and house styles. Annie does not ‘remember’ this information once a summarisation activity is done, and crucially does not learn from it. The advantage of this is that it drastically reduces (if not eliminates) the risk of personal data being retained within the AI model.
In-depth articulation of data use
The table below goes into detail about what data is processed and why it is necessary.
	
	Categories of personal data (data fields)
	Whose data is it? How many?
	Why do you need it?
	Where will you get it from, and how? 
	Who will have access to it?
	Legal basis[footnoteRef:1][footnoteRef:2] [1:  Every use of personal data must be lawful, relying on a lawful basis from the UK GDPR and Data Protection Act 2018 and satisfying the common law duty of confidentiality. Select a lawful basis from UK GDPR Article 6. For special category data, select also an exemption for processing from Article 9. For some special category processing under Article 9, further conditions must be met; namely, for Article 9(2)(b), (g), (h), (i) and (j). These further conditions are set out in Schedule 1, Data Protection Act 2018. Further details about to what, how, and when these conditions apply can be found on the ICO's website: what are the rules of special category data?]  [2:  In addition to the legal bases under UK GDPR, where the processing involves direct marketing and/or cookies and similar technologies, the Privacy and Electronic Communications Regulations (PECR) apply. In most cases, this means you must have valid consent first. Where consent is required under PECR, you must use the legal basis of consent under UK GDPR too.] 

	Who is the data controller?[footnoteRef:3] [3:  A controller defines the essential “means and purposes” of the processing. In some cases, there may be more than one controller or controllers acting jointly.] 

	How long will data be retained for?

	1
	Patient identifiers (name, DOB, NHS number)
	Patients’; up to the practice list size
	Essential for patient identification and record linking.
Necessary for document categorization and information extraction.
	Uploaded / processed documents.
	Authorised staff using Anima; 
Authorised Anima users if required for troubleshooting / audit
	UK GDPR article 6(1)(e) – performance of public task
UK GDPR article 9(1)(h)
Data Protection Act, schedule 1, paragraph 2(2)(d) 

	Healthcare provider.
	By the data controller: in line with the NHS RMCOP 

By data processors and sub-processors: as per instruction from the controller. 

	2
	Patient contact information (phone, email address)
	Patients’; up to the practice list size
	Address extraction and contact management.
	Uploaded / processed documents 
	Authorised staff using Anima; 
Authorised Anima users if required for troubleshooting / audit
	UK GDPR article 6(1)(e) – performance of public task
UK GDPR article 9(1)(h)
Data Protection Act, schedule 1, paragraph 2(2)(d) 

	Healthcare provider.
	By the data controller: in line with the NHS RMCOP 

By data processors and sub-processors: as per instruction from the controller. 

	3
	Patient medical history and symptoms
	Patients’; up to the practice list size (all patients who submit a request through Anima)

	Clinical document processing and coding.
	Uploaded / processed documents 
	Authorised staff using Anima; 
Authorised Anima users if required for troubleshooting / audit
	UK GDPR article 6(1)(e) – performance of public task
UK GDPR article 9(1)(h)
Data Protection Act, schedule 1, paragraph 2(2)(d) 

	Healthcare provider.
	By the data controller: in line with the NHS RMCOP 

By data processors and sub-processors: as per instruction from the controller. 

	4
	Clinician data (names, roles, professional opinons)
	Clinicians
	Clinical document processing and coding.
	Uploaded / processed documents 
	Authorised staff using Anima; 
Authorised Anima users if required for troubleshooting / audit
	UK GDPR article 6(1)(e) – performance of public task
UK GDPR article 9(1)(h)
Data Protection Act, schedule 1, paragraph 2(2)(d) 

	Healthcare provider.
	By the data controller: in line with the NHS RMCOP 

By data processors and sub-processors: as per instruction from the controller. 

	5
	Technical metadata (IP addresses, session data) 
	All platform users.
	Data is necessary to ensure the security and functionality of the system, facilitating Anima’s intrusion detection systems and threat prevention.
	Automatically collected via platform.
	Authorised Anima users if required for troubleshooting / audit.
	UK GDPR article 6(a)(f) – legitimate interest
UK GDPR article 9(1)(h)
Data Protection Act, schedule 1, paragraph 2(2)(f) 

	Anima
	12 months.





Legitimate Interests
If your legal basis for processing is not legitimate interest then you are not required to complete this section.
	What are the Legitimate Interests? 

If you are relying on a legitimate interest as your basis for processing, you should detail what the legitimate interests are, and justify why the interest overrides the rights and freedoms of the data subjects. Complete a Legitimate Interest Assessment for any data relating to sensitive. confidential or special category data.

	N/A



Data Storage
	Where will the information be stored? 
Where information is being stored outside the organisation you will need to provide assurance documents for review (see below).

	Within the organisation
	☐
	Within EEA
	☐

	Within the UK
	☒
	Within EEA – cloud-based service
	☒

	[bookmark: _44sinio]Within the UK – cloud based
	☒
	Outside EEA
	☐

	Within the UK – cloud based within HSCN network (or similar secure network)
	☒
	Outside EEA – cloud-based service 
	☐

	How information will be stored and secured?
Describe physical and cyber security arrangements as relevant

	Data is stored in encrypted databases within UK-based cloud infrastructure that meets NHS England standards. Security measures include;
· End-to-end encryption in transit
· Encryption at rest
· Multi-factor authentication
· Role-based access controls based on the need to know
· Regular security monitoring
· Cyber Essentials Plus
· Where data is transferred and/or made accessible to sub-processors outside the UK, these transfers are done in line with the relevant Data Processing Agreement. 



[bookmark: _Data_Processors]Data Processors
Describe the organisations involved in the project, their activity and any accreditations, certifications or audit they have carried out.
	Organisation
	Activity/Role 
	Accreditations/Certification

	Continuum Health Limited 
	Supplier of the Anima software
	Approved by NHS England
Cyber Essentials Plus 
DSPT compliant
DTAC compliant
Approved for integration into EMIS and SystmOne via NHS England’s IM1 mechanism
Annual penetration testing to CHECK 
DCB0129 and DCB0160 compliant 

	Amazon Web Services (AWS)
	AWS provide cloud storage and hosting for storing and processing patient data. The AWS regions used are exclusively located in the UK, for both live and backup environments. 

	ISO 27001 (information security management system).
ISO 27017 (cloud security)
ISO 27018 (storage and security of PII in cloud)
Cyber Essentials Plus 
SOC 2
DSPT


	BT Ltd.
	Third party gateway to enable sending of SMS messages to patients. BT provides APIs that the Anima server uses to send messages.
	Widely used across NHS infrastructure (40 of 42 ICBs) – available on G-Cloud which provides assurance about security.

	Firetext Communications Ltd.
	Third party gateway to enable sending of SMS messages to patients. Firetext provides APIs that the Anima server uses to send messages.
	ISO 27001.
Cyber Essentials Plus 
DSPT
Available on G-Cloud which provides assurance about security.

	OpenAI Ireland
	Structured data processing with machine learning models
	Enterprise security agreement signed; no data is used to train wider OpenAI models. 
SOC 2 compliant
Data encryption in transit and at rest


	Google Cloud EMEA Ltd
	Structured data processing with machine learning models.

	SOC 2 compliant 
Data encryption in transit and at rest




Data Accuracy and Retention
	Who will be responsible for data accuracy?
	How will accuracy of the data be assured? 
What processes are in place to assure good data quality?

	Healthcare provider,
	The healthcare provider has a general responsibility for ensuring data it processes is accurate. Where Anima processes data originating form healthcare records, the data will be subject to the healthcare provider’s existing data quality policies and processes. 

Part of Anima’s products include the facility for patients to be able to submit requests to the healthcare provider. Anima has designed the user experience of this facility to reduce the risk of inaccurate data.

	Who will retain and hold this data?
	For how long will the data be retained? 
This should align with a data retention schedule.

	Healthcare provider, Anima,
	The healthcare is responsible for setting out the retention schedule for all information it holds in relation to healthcare records. Anima will retain data for as long as necessary for the provision of services to the healthcare provider. This will be set out in the data processing agreement (DPA).  

	Who will be responsible for secure disposal of data?
	How will data be disposed securely? What method(s) will be used to destroy the data securely?

	Healthcare provider, Anima
	In line with the data processing agreement, and the instruction of the healthcare provider, Anima will destroy information when data is no longer required. When data is destroyed Anima relies on sub-processors to ensure data is destroyed form physical hardware – this is the same reliance utilised by NHS use of Azure/AWS or any other cloud computing service.  


Data Subject Rights
	How will data subjects be informed about the processing?

	The healthcare providers’ privacy notice will be updated to reflect the addition of Anima as a new data processor. 

	Will data subjects be able to opt-out of the data use at any time?
	Yes
	☐

	
	No
	☒

	Can all other applicable rights be upheld? Provide detail in the box below.
Right to rectification, erasure, restriction, portability? 
	Yes
	☒

	
	No
	☐

	Patients can contact the healthcare provider to exercise their rights under the UK GDPR. This will be treated in line with the healthcare provider’s existing policies and procedures for handling information rights. 
As set out in the DPA, Anima will provide all reasonable assistance to enable the healthcare provider to respond to information rights requests. 
We have suggested some adjustments to privacy notices in relation to Anima. 

Right to be informed
The healthcare providers’ privacy notice will be updated to reflect the addition of Anima as a new data processor. Updates necessary may include;
· The recipients of data (A.13(1)(e)) 
· Intention to transfer data in relation to the use of OpenAI (A.13(1)(f))
· Automated decision-making (A.13(2)(f)). It may be useful to provide a statement about how AI is utilised, including whether automated decision-making is used. This helps provide clarity to individuals about how AI is used in the processing of their information, particularly where AI is often synonymised with automated decision-making.

National Data Opt-Out
The services that Anima provides to healthcare providers are designed for the purpose of direct care, as such we do not think that the national data opt-out policy applies to this processing activity.  



External Data Transfer
If you are transferring data outside the UK, it is recommended that you complete an International Data Transfer Assessment.
	Will data be transferred outside the organisation?

	[bookmark: _2jxsxqh]No
	☐
	[bookmark: _z337ya]Yes – outside UK, within EEA
	☒

	Yes – Within the UK
	☒
	Yes – outside EEA
	☐

	[bookmark: _3j2qqm3]To whom will the data be transferred?

	Different sub-processors receive different data for different purposes. 
AWS
Data is transferred to AWS for the purpose of storage and application hosting. Data is restricted to UK data centres.
Firetext Communications & BT 
Data is transferred to Firetext Communications & BT for the purpose of sending communication text messages to patients.  Data is restricted to UK data centres. 
OpenAI Ireland
Structured data processing with machine learning models.
Google Cloud EMEA Ltd.
Structured data processing with machine learning models.

	How will the data be secured in transit?

	All transfers use TLS 1.2 encryption with authenticated APIs and integrity verification. 

	What mechanism will be used for data transfers to a third country?

	The UK recognises EEA countries (Ireland) as adequate for data transfers, allowing personal data to flow from the UK to the EEA without further safeguards. 




Risk Assessment
Risk is scored by assessing the impact and likelihood and giving a score of between 1-5. By multiplying the two scores a risk score is created between 1-25. 
	Impact
(How bad it may be)
	Likelihood 
(The chance it may occur)
	
	Risk Rating

	[bookmark: _1ci93xb]
	1
	2
	3
	4
	5

	5
	Catastrophic
	5
	Almost certain
	
	5
	5
	10
	15
	20
	25

	4
	Major
	4
	Likely
	
	4
	4
	8
	12
	16
	20

	3
	Moderate
	3
	Possible
	
	3
	3
	6
	9
	12
	15

	2
	Minor
	2
	Unlikely
	
	2
	2
	4
	6
	8
	10

	1
	Negligible
	1
	Rare
	
	1
	1
	2
	3
	4
	5

	Total Risk Rating
	Risk

	1-6
	Low

	8-12
	Moderate

	15-25
	High



	Risk Register

	
	
	Uncontrolled Risk
	
	Controlled Risk
	
	

	Risk Ref
	Description of Risk
	Impact
	Likelihood
	Risk Score
	Controls
	Impact
	Likelihood
	Risk Score
	Rationale for controlled risk score & actions
(if there are no further controls to implement, is the risk reduced and acceptable?)
	Responsible Person (for future actions)

	1
	Insecure data transfer
	5
	3
	15
	Data is encrypted in transit to TLS 1.2.
	5
	1
	5
	Reduced, accepted.
	

	2
	Insecure data storage
	5
	3
	15
	Data is stored by sub-processors who have provided significant levels of assurance about their security, including ISO 27001, 27017, 27018 certifications, SOC2 certifications. Controls are in place to reduce the likelihood of infiltration (RBAC, MFA).
	5
	1
	5
	Reduced, accepted.
	

	3
	Unauthorised access to personal data
	5
	3
	15
	Clinical users must register with their NHS email and/or CIS2 smartcard; clinical accounts are manually verified before being added to ensure that no one who is not registered at a certain practice can access the Anima platform.
	5
	1
	5
	Reduced, accepted.
	

	4
	Integrity of equipment being used
	3
	2
	6
	All devices used conform to NHS standards for encryption.
	3
	1
	3
	Reduced, accepted.
	

	5
	Malicious use of platform 
	3
	2
	6
	Restricting the number of reviews a patient account can submit (i.e. if they have a review open, they cannot submit a further request related to the same problem/condition until their active request is resolved).
Users are regulated healthcare professionals who are accountable to regulatory authorities (GMC, NMC, HPHC etc;). This decreases the risk due to the increased likelihood of high integrity and professional conduct.
	2
	1
	4
	Reduced, accepted.
	

	6
	Unlawful data processing
	5
	3
	15
	This DPIA helps ensure that the data required for the processing is proportionate to the purpose, and that an appropriate legal basis (or bases) have been selected.
	5
	1
	5
	Reduced, accepted.
	

	7
	Data subjects are unaware about how their data is processed.
	5
	3
	15
	This DPIA considers how the processing activities differ from normal data processing already undertaken by the healthcare provider, and provides points where specific information may be required or may be otherwise be appropriate to provide.
	5
	1
	5
	Reduced, accepted.
	

	8
	AI is used for automated decision-making.
	3
	3
	9
	Anima’s products are not designed to be used for automated decision-making. Anima’s summarisation is designed to complement the clinical record and the clinician but does not replace either. Where Anima suggests a course of action this is based on algorithms that can be configured by the healthcare provider, rather than by AI (which is utilised for summarisation).
	2
	1
	2
	Reduced, accepted.
	

	9
	AI accuracy & bias
	4
	3
	12
	Anima’s products are designed to complement the clinical record but it does not replace them, nor does it replace the clinical judgement of the clinician. AI has been created by humans and is therefore biased, the consideration of AI bias should be considered alongside the existence of human bias (from which AI bias originates). 
Healthcare providers remain responsible for, and in control, of the treatment of patients, clinicians are responsible for utilising their clinical judgement in treating patients, including querying the output of Anima’s summarisation as they would for a human providing comparable summarisation. Healthcare providers may wish to provide bias training for their staff, and/or utilise training where it is provided by regulatory bodies.
Anima also benchmarks AI models to provide optimal performance to reduce this risk.
	3
	2
	6
	Reduced, accepted.
	

	10
	AI processing errors leading to data misclassification
	3
	3
	9
	AI algorithms are rigorously tested. The software development process has multiple tests both manual and automated which are undertaken before any deployment to the production environment. First develop, and then test on the development platform - Deploy to the internal pre-production environment for further user testing before releasing it to production. The processing workflow requires a human to always be in the loop so that all outputs are checked before being saved to the patient record. 
	3
	2
	6
	Risk reduced
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The Digital Technology Assessment Criteria
for Health and Social Care (DTAC)
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Table of contents

The assessment criteria is made up of five core components. Sections A and B will provide the assessors the context required to understand
your product and support your evidence. The core assessment criteria is defined in section C1-C4. Section D details the key Usability and
Accessibility principles required. Further frequently asked questions are available at the end of the document.

The core criteria in Section C will determine the overall success of the assessment of your product or service. The accompanying score
provided from Section D will show the level of adherence to the NHS Service Standard.

Table of contents 2
A. Company information - Non-assessed section 3
B. Value proposition - Non-assessed section 5
C. Technical questions - Assessed sections 7
C1 - Clinical safety 7
C2 - Data protection 14
C3 - Technical security 20
C4 - Interoperability criteria 23
D. Key principles for success 28
D1 - Usability and accessibility - scored section 28
Supporting documentation 36
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A. Company information - Non-assessed section

Information about your organisation and contact details.

Code Question Options

A1 Provide the name of your company Continuum Health Limited

A2 Provide the name of your product Anima

A3 Provide the type of product Software as a Service (SaaS)
A4 Provide the name and job title of the individual who will be the key contact Rachel Mumford, COO

at your organisation

A5 Provide the key contact's email address rachel@animahealth.com

A6 Provide the key contact's phone number 07776153765

A7 Provide the registered address of your company 71-75 Shelton Street
London

WC2H 9JQ




mailto:rachel@animahealth.com
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A8 In which country is your organisation registered? England & Wales

A9 If you have a Companies House registration in the UK please provide your 12205370
number

A10 If applicable, when was your last assessment from the Care Quality Not applicable

Commission (CQC)?

A11 If applicable, provide your latest CQC report. Not applicable
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B. Value proposition - Non-assessed section

Please set out the context of the clinical, economic or behavioural benefits of your product to support the review of your technology.
This criteria will not be scored but will provide the context of the product undergoing assessment.

Where possible, please provide details relating to the specific technology and not generally to your organisation.

Code Question

Options

Supporting information

B1

Who is this product intended to be
used for?

Patients | Clinical
Support

B2

Provide a clear description of what
the product is designed to do and of
how it is expected to be used

Anima is a platform that
provides a suite of tools
for GP practices,
including (1) an online
consultation platform
through which patients
can submit requests for
care to their GP
practice. GP practice
staff can use Anima to
manage incoming
patient requests, as
well as ancillary
features such as
messaging and video
consultations, (2) a
document management
workflow to capture,
file, workflow, view and

This question is a context question and therefore a
high-level summary is required.
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manage primary care
documents efficiently, and
(3) an ambient
transcription module
through which face-to-
face consultations can be
recorded, transcribed, and
saved to the patient’s
record.

B3

Describe clearly the intended or
proven benefits for users and
confirm if / how the benefits have
been validated

e Anima provides
benefits for both
patients and
clinicians: a
summary of
these are given
below.

For patients

This question is a context question and therefore a
high-level summary is required.

If your product has had an evaluation or undergone
clinical trials include this information.
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e Patients are able
to access care
from their GP
practice at their
convenience,
without
necessarily
having to call or
visit the practice.
Patients register
for Anima using
an email
address and
password, and
then have
access to their
own personal
dashboard
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where they can
view and track
current and
previous
requests to the
practice.

For GP
practices/healthcare
professionals

e Healthcare
professionals
can manage
patient requests
quickly and
safely from a
unified
dashboard,
allowing for
collaboration
across practice
teams (and
larger
organisations).
Requests are
more easily
managed
through this
dashboard as
opposed to
being managed
through an email
inbox. Patients
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are automatically
verified as being
registered at
their practice via
Anima’s PDS
integration,
reducing
instances where
practices must
deal with
requests from
patients not
registered at
their practice.
Practices also
have access to
highly
customisable
personal and
organisational
settings,
allowing users to
manage and
control caseload
through request
limits, availability
and capacity
settings. SMS
and email
messaging is
inbuilt, as is
video
consultation
capability.
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e Fine-grained
access controls
and permissions
for practices
using Anima

e One unified
platform that
enables any
healthcare
professional to
manage any
online patient
request
end-to-end

e Online consult:
information-com
plete histories
with key
negatives for
any presenting
complaint -
saved to record
inline with
clinical codes

e Contact patients:
bulk SMS and
email, including
CSVs from EMIS
or SystmOne -
saved to record
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e Video
consultations:
with in-built
scheduling, set
your availability
once and let
Anima handle
scheduling with
the patient

e Reporting &
analytics:
searchable audit
logs for all
activity; generate
graphical reports
for your
organisation for
CCG reporting,
and to drive
innovation/impro
vement

e Receive an
information-com
plete history with
all key negatives
for any
presenting
complaint, so
you can take
action without
needing to

11
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gather more
information over
the phone, or an
appointment

e Auto-generated
patient
communications,
letters, and
coded clinical
notes all ready
to save to record

e Saves time with
deep EHR
integrations:
EMIS and
SystmOne;
everything saved
to record in-line
from clinical
notes, to chat
messages and
images

e Pulls existing
problems and
medication list
from your EHR,;
can save notes
to an existing
problem

e Gold standard

12
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IG that ensures
data is kept safe
and always
saved to the
right patient
record

Checks at each
level to ensure
patient is verified
registered at
your practice

Create teams,
assign cases
and see live
capacity from
one dashboard

Manage and
process
patient-related
documentation
from a single
dashboard.

Record face-
to-face
consultations
for
completeness
of the patient’'s
record, and
generate a
transcript of
the
conversation

13
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for further
review and
editing before
saving to a
patient’s
record.

B4

Please attach one or more user
journeys which were used in the
development of this product

Where possible please also provide
your data flows

Provided

This question is a context question, and it is expected
that existing documentation will be provided.

GOV.UK provides guidance on how to make a user
journey map and what should be included.

Data flows enable the assessor to understand how data

14




https://designnotes.blog.gov.uk/2016/04/21/how-to-make-a-user-journey-map/

https://designnotes.blog.gov.uk/2016/04/21/how-to-make-a-user-journey-map/
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moves through a product. This may be included within a
Data Protection Impact Assessment. If this is the case,
please provide as a separate attachment for ease of
review.

C. Technical questions - Assessed sections

C1 - Clinical safety

Establishing that your product is clinically safe to use.
You must provide responses and documentation relating to the specific technology product that is subject to assessment.

The DCBO0129 standard applies to organisations that are responsible for the development and maintenance of health IT systems. A health IT
system is defined as “product used to provide electronic information for health and social care purposes”. DTAC is designed as the
assessment criteria for digital health technologies and C1 Clinical Safety Criteria is intended to be applied to all assessments. If a developer
considers that the C1 Clinical Safety is not applicable to the product being assessed, rationale must be submitted exceptionally detailing why
DCB0129 does not apply.

The DCB0160 standard applies to the organisation in which the health IT is deployed or used. It is a requirement of the standard (2.5.1) that in
the procurement of health IT systems the organisation must ensure that the manufacturer and health IT system complies with DCB0129. The
organisation must do so in accordance with the requirements and obligations set out in the DCB0160 standard. This includes personnel having
the knowledge, experience and competences appropriate to undertaking the clinical risk management tasks assigned to them and
organisations should ensure that this is the case when assessing this section of the DTAC.

15
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If the Clinical Safety Officer or any other individual has concerns relating to safety of a medical device including software and apps, this should
be reported to the Medicines and Healthcare products Regulatory Agency (MHRA) using the Yellow Card reporting system: Report a problem
with a medicine or medical device - GOV.UK (www.gov.uk).

Code Question Options Supporting information Scoring criteria
C1.1 Have you undertaken Yes The DCBO0129 standard applies to To pass, the developer is required to
Clinical Risk Management organisations that are responsible for confirm that they have undertaken Clinical
activities for this product the development and maintenance of Risk Management activities in compliance
which comply with health IT systems. A health IT system with DCB0129.
DCB0129? is defined as “product used to provide
electronic information for health and
social care purposes”.
C1.1. Please detail your clinical Provided DCBO0129 sets out the activities that To pass, the developer is required to

risk management system

must and should be undertaken for
health IT systems.

An example clinical risk management
system template can be downloaded
from the NHS Digital website.

evidence that a clinical risk management
system is in place and that it is compliant
with the requirements set out in DCB0129.

This should include:
e The clinical risk management
governance arrangements that are
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https://www.gov.uk/report-problem-medicine-medical-device

https://www.gov.uk/report-problem-medicine-medical-device

https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/dcb0129-clinical-risk-management-its-application-in-the-manufacture-of-health-it-systems
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https://digital.nhs.uk/services/clinical-safety/documentation#clinical-risk-management
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in place

e The clinical risk management
activities

e Clinical safety competence and
training

e Audits

C1.1.

Please supply your Clinical
Safety Case Report and
Hazard Log

Provided

Specifically, your DTAC submission
should include:

A summary of the product and
its intended use

A summary of clinical risk
management activities

A summary of hazards
identified which you have been
unable to mitigate to as low as
it is reasonably practicable
The clear identification of
hazards which will require user
or commissioner action to
reach acceptable mitigation
(for example, training and
business process change)

It should not include the hazard log in
the body of the document - this
should be supplied separately.

To pass, the developer is required to
submit the Clinical Safety Case Report
and Hazard Log that is compliant with the
requirements set out in DCB0129. This
should be commensurate with the scale
and clinical functionality of the product and
address the clinical risk management
activities specified with the standard.

The Clinical Safety Case Report should
present the arguments and supporting
evidence that provides a compelling,
comprehensible and valid case that a
system is safe for a given application in a
given environment at the defined point in
the products lifecycle. It should provide the
reader with a summary of all the relevant
knowledge that has been acquired relating
to the clinical risks associated with the
product at that point in the life cycle:
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Example Clinical Safety Case Report
and Hazard Log templates can be
downloaded from the NHS Digital
website.

A clear and concise record of the
process that has been applied to
determine the clinical safety of the
product

A summary of the outcomes of the

assessment procedures applied

e A clear listing of any residual
clinical risks that have been
identified and the related
operational constraints and
limitations that are applicable

e A clear listing of any hazards and
associated clinical risks that have
been transferred, together with any
declared risk control measures, that
are to be addressed as part of the
clinical risk management process in
the organisation where the product
is being deployed

e Alisting of outstanding test issues /
defects associated with the product
which may have a clinical safety
impact.

The Hazard Log should record and
communicate the on-going identification
and resolution of hazards associated with
the product. All foreseeable hazards
should be identified, and the risk of such
hazards should be reduced to acceptable
levels.

A summary should also be provided to the
assessor of identified hazards that the
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developer has been unable to mitigate to
as low as it is reasonably practicable. It
should also clearly identify the hazards
which will require user or commissioner
action to reach acceptable mitigation.

C1.2

Please provide the name
of your Clinical Safety
Officer (CSO), their
profession and registration
details

Dr. Michael
Holman,
Clinical
Engineer,
GMC
registered

The CSO must:

e Be a suitably qualified and
experienced clinician

e Hold a current registration with
an appropriate professional
body relevant to their training
and experience

e Be knowledgeable in risk
management and its
application to clinical domains

e Be suitably trained and
qualified in risk management or
have an understanding in
principles of risk and safety as
applied to Health IT

e Have completed appropriate
training

The work of the CSO can be
undertaken by an outsourced third

party.

To pass, the developer must have a
named CSO which can be through an
outsourced arrangement.

They must be a suitably qualified and
experienced clinician and hold a current
registration with an appropriate
professional body relevant to their training
and experience.
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C1.3

If your product falls within
the UK Medical Devices
Regulations 2002, is it
registered with the
Medicines and Healthcare
products Regulatory
Agency (MHRA)?

Yes — Class |

If this question is not applicable,
because your product does not fall
within the UK Medical Devices
Regulations 2002, continue to
question C1.4.

If No, but the product falls within the
UK Medical Devices Regulations
2002, continue to question C.1.3.2.

The MHRA provides guidance on
medical devices to place them on the
market in Great Britain and Northern
Ireland, regulatory requirements for all
medical devices to be placed on the
UK market, conformity assessment
and the UK Conformity Assessed
(UKCA) mark, classification of
stand-alone medical device software
(including apps) and how to tell if your
product falls within the UK Medical
Devices Regulations 2002.

To pass, if the product falls within the UK
Medical Device Regulations 2002 and is
required to be registered with the MHRA,
the product must have a valid registration.

It is currently possible that products do fall
within the UK Medical Devices
Regulations 2002 but are not yet required
to be registered with the MHRA.
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https://www.gov.uk/guidance/regulating-medical-devices-in-the-uk

https://www.gov.uk/guidance/medical-devices-conformity-assessment-and-the-ukca-mark

https://www.gov.uk/government/publications/medical-devices-software-applications-apps

https://www.gov.uk/government/publications/medical-devices-software-applications-apps

https://www.gov.uk/guidance/borderline-products-how-to-tell-if-your-product-is-a-medical-device

https://www.gov.uk/guidance/borderline-products-how-to-tell-if-your-product-is-a-medical-device

https://www.gov.uk/guidance/borderline-products-how-to-tell-if-your-product-is-a-medical-device
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C1.3. If yes, please provide your 31434 To pass, the registration number must be
1 MHRA registration number valid.
C1.3. If the UK Medical Device Provided Medical device manufacturers must To pass, valid documentation appropriate
2 Regulations 2002 are ensure that their device complies with to the risk classification of the device must
applicable, please provide the relevant Essential Requirements be provided.
your Declaration of of the legislation and draw up a
Conformity and, if Declaration of Conformity to declare
applicable, certificate of this.
conformity issued by a
Notified Body / UK Class | devices with a measuring
Approved Body function and devices in Class lla, llIb
and Ill must undergo conformity
assessment from an EU Notified Body
or UK Approved Body which has been
designated for medical devices, and
be issued a certificate of conformity
(commonly referred to as a “CE
certificate” or “UKCA certificate”).
C14 Do you use or connect to Yes If no, continue to section C2.

any third-party products?

DCB0129 contains the requirements
in relation to third party products.
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C1.4.

If yes, please attach
relevant Clinical Risk
Management
documentation and
conformity certificate

Not
applicable

We are not aware of TPP issuing
conformity certificates; our connection with
TPP is administered by the IM1
mechanism which has its own clinical risk
and safety process, including clinical risk
assurance by both NHSE and TPP teams.

To pass, a valid conformity certificate must
be provided. The Clinical Risk
Management documentation must meet
the requirements detailed in question
C1.1.

C2 - Data protection

Establishing that your product collects, stores and uses data (including personally identifiable data) compliantly.

This section applies to the majority of digital health technology products however there may be some products that do not process any NHS
held patient data or any identifiable data. If this is the case, the Data Protection Officer, or other suitably authorised individual should
authorise this data protection section being omitted from the assessment.

Code

Question

Options

Supporting information

Scoring criteria

C2.1

If you are required to
register with the
Information
Commissioner, please
attach evidence of a
current registration.

If you are not required to
register, please attach a
completed
self-assessment showing
the outcome from the

Provided

There are some instances
where organisations are not
required to register with the
Information Commissioner. This
includes where no personal
information is being processed.

The Information Commissioner
has a registration
self-assessment tool to support
this decision making.

To pass, the developer is required to submit
evidence that they have a current registration
with the Information Commissioner. This can
be validated against the Information
Commissioner's Reqister of Fee Payers.

Alternatively, if the developer confirms they
are not registered with the Information
Commissioner because they are not required
to do so, then a self-assessment from the
Information Commissioner’s self-assessment
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https://ico.org.uk/for-organisations/data-protection-fee/self-assessment/

https://ico.org.uk/for-organisations/data-protection-fee/self-assessment/

https://ico.org.uk/about-the-ico/what-we-do/register-of-fee-payers/

https://ico.org.uk/about-the-ico/what-we-do/register-of-fee-payers/
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Information
Commissioner and your
responses which support
this determination.

tool should be attached which aligns to the
product.

C2.2

Do you have a nominated
Data Protection Officer
(DPO)?

Yes

Not all organisations are
required to have a Data
Protection Officer (DPO). This is
determined by the type of
organisation and core activities.
The most common reason for
organisations providing digital
health technologies to have a
DPO is due to the core activities
involving processing health data
(being a special category).

The Information Commissioner
has a self-assessment tool to
determine whether you must
appoint a DPO.

C2.2.1

If you are required to
have a nominated Data
Protection Officer, please
provide their name.

Rachel
Mumford

To pass, the developer is required to confirm
they have a DPO in place where this is
mandated. Where a DPO one is in place if it is
not required by the Information Commissioner
then this will also constitute a pass.
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https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-officers/#ib1

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-officers/#ib1

https://digital.nhs.uk/services/clinical-safety/documentation#clinical-risk-management
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If you are not required to
have a DPO please
attach a completed
self-assessment showing
the outcome from the
Information
Commissioner and your
responses which support
this determination.

Alternatively, if the developer confirms they do
not have a DPO because they are not
required to do so, then a self-assessment
from the Information Commissioners
self-assessment tool should be attached
which confirms this and aligns to the product.

C23 Does your product have Yes The UK General Data
access to any personally Protection Regulation (GDPR)
identifiable data or NHS applies to the processing of
held patient data? personal data.
If no, continue to question C2.4
C2.3.1 Please confirm you are Confirmed The Data Security and To pass, the developer must confirm that they
compliant (having - standards Protection Toolkit allows are compliant with the Data Security and
standards met or met organisations to measure Protection Toolkit Assessment. This should be

exceeded status) with the
annual Data Security and
Protection Toolkit
Assessment.

If you have not completed
the current year's
assessment and the
deadline has not yet
passed, please confirm
that you intend to
complete this ahead of

performance against the
National Data Guardian’s 10
data security standards.

validated against the Data Security and
Protection Toolkit database and achieve
Standards Met or Exceeded status.

Dependent on the date of the assessment
versus the opening of the annual assessment
period, it may be that a developer has not yet
completed the toolkit. The developer is asked
to confirm that they will complete the
assessment and that they will maintain their
compliance versus the previous year.
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https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/what-is-personal-data/

https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/data-security-and-protection-toolkit

https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/data-security-and-protection-toolkit

https://www.dsptoolkit.nhs.uk/OrganisationSearch

https://www.dsptoolkit.nhs.uk/OrganisationSearch
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the deadline and that
there are no material
changes from your
previous years
submission that would

affect your compliance.

C2.3.2

Please attach the Data
Protection Impact
Assessment (DPIA)
relating to the product.

Provided

DPIA’s are a key part of the
accountability obligations under
the UK GDPR, and when done
properly help organisations
assess and demonstrate how
they comply with data protection
obligations.

The Information Commissioner
has provided guidance on how
to complete a DPIA and a
sample DPIA template.

To pass, the developer must provide a DPIA
that is compliant with the requirements set out
under the General Data Protection
Regulations. It should ensure that risks to the
rights and freedoms of natural persons are
managed to an acceptable level.

The DPIA should:

e Establish the context; taking into
account the nature, scope, context and
purposes and processing and the
sources of the risk

e Assess the risks; considering the
particular likelihood and severity of high
risks

e Treat the risks; through mitigation and
ensuring the protection of personal
data and demonstrating compliance
with the GDPR

It should include:
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https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-assessments-dpias/how-do-we-do-a-dpia/#how9

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-assessments-dpias/how-do-we-do-a-dpia/#how9

https://ico.org.uk/media/for-organisations/documents/2553993/dpia-template.docx
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e A description of the envisaged
processing operations and the
purposes of the processing

e An assessment of the necessity and
proportionality of the processing

e An assessment of the risks to the rights
and freedoms of data subjects

e The measures envisaged to address
the risks and to demonstrate
compliance with the GDPR

C24 Please confirm your risk Confirm To pass, the developer must confirm that their
assessments and Data Protection Officer or accountable officer
mitigations / access has signed-off the risk assessments and
controls / system level mitigations / access controls and system level
security policies have security policies.

been signed-off by your
Data Protection Officer (if
one is in place) or an
accountable officer where
exempt in question C2.2.
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C2.5

Please confirm where you
store and process data
(including any third-party
products your product
uses)

UK only

Individual organisations within
the Health and Social Care
system are accountable for the
risk-based decisions that they
must take.

Individual organisations within the Health and
Social Care system are accountable for the
risk-based decisions that they must take.

Due consideration should be taken where
data is processed outside of the UK.

Please note: It is a contractual requirement
under the new GP IT Futures (GPITF)
framework as it was in the GP System of
Choice (GPSoC) framework, to host all data in
England.

C2.5.1

If you process store or
process data outside of
the UK, please name the
country and set out how
the arrangements are
compliant with current
legislation

Not
applicable

From 1 January 2021, the UK
GDPR applies in the UK in
place of the “EU GDPR’. The
UK GDPR will carry across
much of the existing EU GDPR
legislation. The Department for
Digital, Culture, Media & Sport
has published two Keeling
Schedules which show the
changes to the Data Protection
Act 2019 and EU GDPR.

Individual organisations within the Health and
Social Care system are accountable for the
risk-based decisions that they must take.

Due consideration should be taken where
data is processed outside of the UK and
should only be hosted within the European
Economic Area (EEA) or a country deemed as
adequate by the European Commission.

To pass, the developer must demonstrate that
the country in which data is processed or
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The Information Commissioner
has published guidance on
international data transfers after
the UK exit from the EU
Implementation Period.

stored is compliant with current legislation or
the organisation's policy (should this differ).

C3 - Technical security

Establishing that your product meets industry best practice security standards and that the product is stable.

Dependent on the digital health technology being procured, it is recommended that appropriate contractual arrangements are put in place for
problem identification and resolution, incident management and response planning and disaster recovery.

Please provide details relating to the specific technology and not generally to your organisation.
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Code Question Options Supporting information Scoring criteria

C3.1 Please attach your Cyber Attached Cyber Essentials helps To pass, developers must have a valid
Essentials Certificate organisations guard against Cyber Essentials certificate. Certification

the most common cyber lasts for a period of 12 months so the

threats. certificate should be within date. This
should be validated against the IASME

The National Cyber Security database.

Centre (NCSC) have

published cyber security NHS organisations are required to have

guidance for small to medium Cyber Essentials in place (and is now

enterprises (SME’s). incorporated into the NHS Digital Data
Security and Protection Toolkit (DSPT) for
NHS Trusts and Foundation Trusts in
2021-22 assessments) and to mitigate
risk within the supply chain, suppliers
should hold Cyber Essentials.

C3.2 Please provide the summary Summary The NCSC provides To pass, the developer must evidence
report of an external provided by guidance on penetration that the product has undergone an
penetration test of the Nettitude testing. The OWASP external penetration test that included the
product that included Open penetration Foundation provides OWAGSP top 10 vulnerabilities.

Web Application Security testing (no guidance on the OWASP top
Project (OWASP) Top 10 critical 10 vulnerabilities. The penetration testing / summary report

vulnerabilities from within the
previous 12-month period.

vulnerabilities
found): Anima
Health engaged

must demonstrate there are no
vulnerabilities that score 7.0 or above
using the Common Vulnerability Scoring
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https://www.ncsc.gov.uk/cyberessentials/overview

https://www.ncsc.gov.uk/section/information-for/small-medium-sized-organisations

https://www.ncsc.gov.uk/section/information-for/small-medium-sized-organisations

https://www.ncsc.gov.uk/section/information-for/small-medium-sized-organisations

https://iasme.co.uk/certified-organisations/

https://iasme.co.uk/certified-organisations/

https://www.nettitude.com/uk/

https://www.ncsc.gov.uk/guidance/penetration-testing

https://www.ncsc.gov.uk/guidance/penetration-testing

https://owasp.org/www-project-top-ten/

https://owasp.org/www-project-top-ten/

https://www.first.org/cvss/
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with Nettitude
in order to
assess the
overall security
posture of their
Anima Health
environment.
The system
displayed
excellent
protection
against some of
the more
problematic
potential
vulnerabilities
that could

have been a
problem.

The system
could
nevertheless be
improved in key
areas which
were found
simply

needed
strengthening
on top of the
protections that
were already in
place. Note:
these
improvements

System (CVSS).
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were made
immediately
after Nettitude’s
review
concluded, and
SO

vulnerabilities
have been
addressed.

C3.3 Please confirm whether all Yes - Internal The NCSC provides To pass, the developer must confirm that
custom code had a security code review guidance on producing clean an internal or an external custom code
review. and maintainable code. security review has been undertaken. An

external review is preferable; however an
internal code review would meet the
baseline requirement.

C34 Please confirm whether all Yes The NCSC provides To pass, the developer must confirm yes
privileged accounts have guidance on Multi-Factor that all privileged accounts have MFA.
appropriate Multi-Factor Authentication.

Authentication (MFA)?
C3.5 Please confirm whether Yes The NCSC provides To pass, the developer must confirm yes

logging and reporting

guidance on_logging and

that logging and reporting requirements
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https://www.ncsc.gov.uk/collection/developers-collection/principles/produce-clean-maintainable-code

https://www.ncsc.gov.uk/guidance/multi-factor-authentication-online-services

https://www.ncsc.gov.uk/guidance/multi-factor-authentication-online-services

https://www.ncsc.gov.uk/collection/mobile-device-guidance/logging-and-protective-monitoring
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requirements have been
clearly defined.

protective monitoring.

To confirm yes to this
question, logging (e.g., audit
trails of all access) must be
in place. It is acknowledged
that not all developers will
have advanced audit
capabilities.

have been clearly defined.

C3.6

Please confirm whether the
product has been load tested

Yes

Load testing should be
performed.

To pass, the developer must confirm yes

that load testing has been performed.
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C4 - Interoperability criteria

Establishing how well your product exchanges data with other systems.

To provide a seamless care journey, it is important that relevant technologies in the health and social care system are interoperable, in terms of
hardware, software and the data contained within. For example, it is important that data from a patient’'s ambulatory blood glucose monitor can
be downloaded onto an appropriate clinical system without being restricted to one type. Those technologies that need to interface within
clinical record systems must also be interoperable. Application Programme Interfaces (APIs) should follow the Government Digital Services
Open API Best Practices, be documented and freely available and third parties should have reasonable access in order to integrate
technologies.

Good interoperability reduces expenditure, complexity and delivery times on local system integration projects by standardising technology and
interface specifications and simplifying integration. It allows it to be replicated and scaled up and opens the market for innovation by defining
the standards to develop upfront.

This section should be tailored to the specific use case of the product and the needs of the buyer however it should reflect the standards used
within the NHS and social care and direction of travel.

Please provide details relating to the specific technology and not generally to your organisation.

Code Question Options Supporting Scoring criteria
information
C4.1 Does your product expose Yes The NHS website To pass, developers must demonstrate that
any Application Programme developer portal they have API’s that are relevant to the use
Interfaces (API) or provides guidance case for the_ product, follow Governm_ent
integration channels for on APIs and the Digital Services Open API| Best Practice,
other consumers? NHS. are documented and freely available and
that third parties have reasonable access to
Government Digital connect.
Services provide
guidance on Open APIs should adopt generally accepted
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C4.1.1

If yes, please provide detail
and evidence:

° The API's
(e.g., what they
connect to) set out
the healthcare
standards of data
interoperability e.g.,
Health Level Seven
International (HL7)/
Fast Healthcare
Interoperability

Anima is
integrated with
EMIS and
SystmOne
through the IM1
interface, and
with the
Personal
Demographics
Service and
Directory of
Services. These
APls follow

API best practice.

standards of data interoperability for the
NHS or social care dependent on the use
case for the product.

If the product does not have API’s and there
is a legitimate rationale for this considering
the use case of the product then the buyer
can accept this rationale.
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Resources (FHIR)
° Confirm that
they follow
Government Digital
Services Open API
Best Practice

° Confirm they
are documented and
freely available

° Third parties
have reasonable
access to connect

If no, please set out why
your product does not have
APlIs.

Government
Digital Services
Open API Best
Practice, and
are documented
and freely
available. Our
preferred
integration
option is via an
internet
accessible
FHIR API,
which offers a
modern and
standards-base
d approach, and
limits (or
eliminates
completely)
custom
development
work.

C4.2

Do you use NHS number to
identify patient record data?

Yes

NHS Digital
provides guidance
on NHS Login for

partners and
developers.

To pass, developers should confirm that if a
product uses an NHS number to identify a
patient record, that it uses NHS Login.
NHS Digital provides a list of all current
digital health and social care services that
integrate with NHS Login.

If a product does not use NHS Login to
establish a verified NHS number, then a
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https://digital.nhs.uk/services/nhs-login/nhs-login-for-partners-and-developers

https://digital.nhs.uk/services/nhs-login/nhs-login-for-partners-and-developers

https://digital.nhs.uk/services/nhs-login/nhs-login-for-partners-and-developers

https://digital.nhs.uk/services/nhs-login/nhs-login-for-partners-and-developers/nhs-login-integrated-partners-and-services

https://digital.nhs.uk/services/nhs-login/nhs-login-for-partners-and-developers/nhs-login-integrated-partners-and-services
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legitimate rationale should be set out and
the security and appropriateness of the
methodology should be considered.

C4.2.1 If yes, please confirm Integrated with
whether it uses NHS Login NHS Login. For
to establish a user’s verified patients who
NHS number. elect not to use

NHS Login,

verification is
If no, please set out the performed via
rationale, how your product our integration
established NHS number with the NHS
and the associated security Personal
measures in place. Demographic

Service (PDS)

C4.3 Does your product have the Yes
capability for read/write
operations with electronic
health records (EHRs) using
industry standards for
secure interoperability (e.g.

OAuth 2.0, TLS 1.2)

C4.3.1 If yes, please detail the Industry

standard standard
approaches for
secure

interoperability

To pass, developers should confirm that the
product has the capability to read/write into
EHRs using industry standards for secure
interoperability.

If a product does not use industry
standards, then a legitimate rationale
should be set out and the security, usability
and appropriateness of the methodology
should be considered.
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are preferred,
such as FHIR
APIs for patient
demographics
and document
storage.
Regarding data
security in
transit, web and
API servers
only allow
requests made
using TLS
version 1.2 or
above, which
provides
protection
against
snooping and
man in the
middle attacks
on data.
Non-HTTPS
requests are
denied by API
servers.

C4.3.2

If no, please state the
reasons and mitigations,
methodology and security
measures.

Not applicable
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C44 Is your product a wearable or No If no, continue to
device, or does it integrate section D.
with them?

C4.4.1 If yes, provide evidence of Not applicable Access the ISO

how it complies with
ISO/IEEE 11073 Personal
Health Data (PHD)
Standards.

Standard. This is
a paid-for
document.

To pass, the developer must evidence
compliance with ISO/IEEE 10073

D. Key principles for success

The core elements defined in this section will form part of the overall review of the product or service and is a key part to ensuring that the
product or service is suitable for use. The assessment will set a compliance rating and where a product or developer is not compliant highlight
areas that the organisation could improve on with regards to following the core principles.

This section will be scored in relation to the NHS service standard. This will not contribute to the overall Assessment Criteria as set out in

Section C.

D1 - Usability and accessibility - scored section

Establishing that your product has followed best practice.

Please note that not all sections of the NHS Service Standard are included where they are assessed elsewhere within DTAC, for example

clinical safety.
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Code Question Options Supporting Weighted | Scoring criteria
information score
D1.1 Understand users and Yes NHS Service 10% Developers should be awarded 10% if
their needs in context of Standard Point 1 they demonstrate that user need has
health and social care been taken in account through user
research, search data, analytics or other
Do you engage users in the data to understand the problem.
development of the
product? The submission should confirm that the
developer has considered, and tested
user needs with appropriate
stakeholders (stakeholders will differ
depending on the product) and that as
D1.1.1 If yes or working towards it, We consider the product continues to iterate user
how frequently do you user needs engagement has continued.
consider user needs in your at all points
product development and in our If the developer selects working towards
what methods do you use product it and/or can only partially evidence the
to engage users and development requirement, for example user need has
understand their needs? , from only partially been considered or it is not
feature considered on an ongoing basis they
planning to should be awarded 5%.
release. We
engage all If the developer selects no to this
users question or cannot provide evidence
through that user need has been considered,
regular 1-1 they should be awarded 0%.
meetings
with an
Anima
account
manager,

and through
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other means
such as
regular
surveys and
training.
D1.2 Work towards solving a Yes NHS Service 10% Developers should be awarded 10% if
whole problem for users Standard Point they attach supporting information
2 and Point 3 showing that the product solves a
Are all key user journeys are often dealt whole user problem or that it is clear to
mapped to ensure that the with by teams users how it fits into their pathway or
whole user problem is together. journey.
solved, or it is clear to
users how it fits into their If the developer selects working
pathway or journey? towards it and can provide evidence
that goes some way to explaining how
the whole user problem is solved or
only partially explains how the product
D1.2.1 If yes or working towards it, Provided fits a user journey, they should be

please attach the user
journeys and/or how the
product fits into a user
pathway or journey

awarded 5%.

If the developer selects no to this
question or cannot provide evidence
that shows the user journey or how the
product fits into the pathway or
journeys, they should be awarded 0%.
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D1.3 Make the service simple Yes NHS Service 10% Developers should be awarded 10% if
to use Standard Point they attach supporting information
4 showing user acceptance testing to
Do you undertake user validate usability of the product.
acceptance testing to
validate usability of the If the developer selects working
system? towards it and can provide evidence
that goes some way to demonstrate
that user acceptance testing is being
D1.3.1 If yes or working towards it, Example of used to validate usability of the system,
please attach information user focus they should be awarded 5%.
that demonstrates that user group
acceptance testing is in feedback If the developer selects no to this
place to validate usability. attached question or cannot provide evidence
that shows user acceptance testing to
validate usability of the system, they
should be awarded 0%.
D1.4 Make sure everyone can Working NHS Service 20% Developers should be awarded 20% for
use the service towards it Standard Point WCAG 2.1 level AA compliance.

Are you international Web

5

Developers should be awarded 5% for
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https://service-manual.nhs.uk/service-standard/4-make-the-service-simple-to-use

https://service-manual.nhs.uk/service-standard/5-make-sure-everyone-can-use-the-service

https://service-manual.nhs.uk/service-standard/5-make-sure-everyone-can-use-the-service

https://service-manual.nhs.uk/service-standard/5-make-sure-everyone-can-use-the-service



th
Digital Technology Assessment Criteria for Health and Social Care (DTAC) - Version 1.0 22 February 2021. Last updated: 16 April 2021 .

Content Accessibility
Guidelines (WCAG) 2.1
level AA compliant?

D1.4.1

Provide a link to your
published accessibility
statement.

Provided in
separate
document

The Service
Manual provides
information on
WCAG 2.1 level
AA.

The
Government
Digital Service
provides
guidance on
accessibility and
accessibility
statements,
including a
sample
template.

working towards it.

If the developer selects no to this
question, they should be awarded 0%.

10%

Developers should be awarded 10% for
a published accessibility statement that
includes the information below:

e Whether the website or app is
‘fully’, ‘partially’ or ‘not’ compliant
with accessibility standards

e [fitis not fully compliant, which
parts do not currently meet
accessibility standards and why

e How people can get alternatives
to content that is not accessible
to them

e How to contact you to report
accessibility problems and a link
to the website that they can use if
they are not happy with your
response

If an accessibility statement is not
included or it does not contain the
required information listed above the
developer should be awarded 0%.
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D1.5

Create a team that
includes
multi-disciplinary skills
and perspectives

Does your team contain
multidisciplinary skills?

Yes, the
Anima
platform is
developed by
a
multidisciplinar
y team
including
developers,
clinicians,
clinical
engineers
(qualified
clinicians who
are also
software
developers),
designers and
end-users.

NHS Service

Standard
Point 6

2.5%

Developers should be awarded 2.5% for
confirming they have a multi-disciplinary
team.

If the developer selects working towards
it or no to this question, they should be
awarded 0%.

D1.6

Use agile ways of
working

Do you use agile ways of
working to deliver your
product?

Yes, product
development
is undertaken
in two-week
sprints to
enable swift
response to
user feedback
and other
insights.

NHS Service

Standard
Point 7

2.5%

Developers should be awarded 2.5 % if
they confirm they use agile ways of
working.

If the developer selects working towards
it or no to this question, they should be
awarded 0%.
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D1.7

Iterate and improve
frequently

Do you continuously
develop your product?

Yes, Anima
is
continuously
updated and
new updates
are released
every 1-2
weeks.
These may
include new
features, bug
fixes,
security
improvement
s, and other
changes in
response to
feedback,
analytics,
clinical
evidence or
other
insights.

NHS Service
Standard Point
8

5%

Developers should be awarded 5% if
they confirm they continually develop
their product.

If the developer selects working towards
it or no to this question, they should be
awarded 0%.

D1.8

Define what success
looks like and be open
about how your service is
performing

Do you have a benefits
case that includes your
objectives and the benefits
you will be measuring and

Yes

NHS Service
Standard Point
10

10%

Developers should be awarded 10% for
confirming that the benefit case includes
objectives and metrics that can be
tracked.

If the developer selects working towards
it or no to this question, they should be
awarded 0%.
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have metrics that you are
tracking?

D1.9 Choose the right tools Yes, we NHS Service 5% Developers should be awarded 5% for
and technology advocate a Standard Point confirming the product meets cloud first
cloud-first 11 and / or internet first.
Does this product meet approach
with NHS Cloud First and all NHS Internet If the developer selects working towards
Strategy? current First Policy. it or no to this question, they should be
deployments awarded 0%.
are cloud
deployments.

D1.9.1 Does this product meet the Yes
NHS Internet First Policy?

D1.10 Use and contribute to Yes NHS Service 5% Developers should be awarded 5% for
open standards, common Standard Point confirming common components and
components and patterns 13 patterns are used.

Are common components If the developer selects working towards
and patterns in use? it or no to this question, they should be
awarded 0%.

D1.10.1 If yes, which common Where
components and patterns possible,
have been used? available,

and relevant,
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we use
common
component
and patterns
in our
product.
Components
and patterns
across the
Anima
platform itself
are kept
consistent to
aid user
understandin

g.

D1.11 Operate a reliable service Yes,aSLA
of 99.9%
Do you provide a Service uptime is
Level Agreement to all offered to all
customers purchasing the healthcare
product? organisations
that
purchase
Anima.
D1.12 Do you report to Yes, we
customers on your provide this
performance with respect information
to support, system to customers
performance (response on request.

NHS Service
Standard Point
14

10%

Developers should be awarded 10%
offering a service level agreement,
reporting on performance and having an
uptime of 99.9% or above.

If the developer does not provide a
service level agreement and / or
reporting on performance, they should
be awarded but has an uptime of 99.9%
or above they should be awarded 5%.

If the developer has an uptime of 99%
or above, they should be awarded 2.5%.

If the developer has an uptime of less
than 99%, they should be awarded 0%.
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times) and availability
(uptime) at a frequency
required by your

customers?

D1.121 Please attach a copy of A template
the information provided to report can be
customers found here.

D1.12.2 Please provide your 99.95%

average service availability
for the past 12 months, as
a percentage to two
decimal places

Supporting documentation

Please ensure that when providing evidence, documents are clearly labelled with the name of your company, the question number and the
date of submission.

Possible documents to be provided are:
e A11-CQC Report
B4 - User journeys and data flows
C1.1.1 - Clinical Risk Management System
C1.1.2 - Clinical Safety Case Report
C1.1.2 - Hazard Log
C1.3.2 - UK Medical Device Regulations 2002 Declaration of Conformity and if applicable Certificate of Conformity
C1.4.1 - Clinical Risk Management documentation and Conformity certificate for third party suppliers
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C2.1 - Information Commissioner's registration or completed Self-assessment Outcome Tool

C2.2.1 Completed Information Commissioner’s Self-Assessment Outcome Tool

C2.3.2 - Data Protection Impact Assessment (DPIA)

C3.1 - Cyber Essentials Certification

C3.2 - External Penetration Test Summary Report

C4.4.1 - If a wearable, evidence of how the product complies with ISO/IEEE 11073 Personal Health Data (PHD) Standards
D1.2.1 - User Journeys and/or how the product fits into a user pathway or journey

D1.3.1 - Supporting information showing user acceptance testing to validate usability

D1.13.2 - Customer Performance Report
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3 Engagement Particulars
Background

This report serves as technical documentation for the recent penetration test performed for
Anima Health by LRQA. For a high-level assessment of the tested environment, please refer to
the accompanying management report.

Engagement Activities and Rules

LRQA performed testing and reporting over a 5 day period, 21 Jul 2025 to 25 Jul 2025. All
testing originated from the LRQA IP range, located at 193.36.8.0/21. LRQA adhered to the
following rules.

» Social engineering was not permitted.

» Denial of Service (DoS) testing was not permitted.
Scope

LRQA performed a security assessment with the following scope:

Description Component

Patient https://pentest.drq7r2n7yfjfj.amplifyapp.com/

Clinic https://pentest.d28v6t9nxjdwsh.ampli-
fyapp.com/

User Accounts

LRQA made use of the following accounts to complete the security assessment:

Username Application Role
albin.david@Irga.com Clinic Staff
albin.david@Irga.com Patient Patient
albin.david@mynettitude.com Patient Patient

LRQA Confidential Security Data (CSD)





Testing Windows Observations and Constraints

The time frame provisioned for the completion of this engagement was adequate. No constraints
were encountered during the engagement.

Finding Summary

LRQA identified a total number of 6 findings during the engagement. The following table shows
the categorisation by severity:

0

Critical

LRQA Confidential Security Data (CSD)





4 Findings

Web Apps

Title

Weak Password Policy

No Antivirus Inspection Against Uploaded Media
HTML Injection

Verbose Error Messages

No Concurrent Session Management

Missing HTTP Security Headers

LRQA

Confidential Security Data (CSD)

Severity

High

Low
Low

Low

CVSS 3.1
7.5
6.3
4.3
3.7
3.5
3.1

Section
5.1
5.2
5.3
5.4
5.5
5.6





5 Analysis: Web Apps

5.1 High: Weak Password Policy

CVSS 3.1 Score 7.5
CVSS 3.1 Vector AV:N/PR:N/AC:L/UI:N/S:U/C:H/I:N/A:N
Attack Class Authentication

Description of the Issue

The password policy was found to allow users to set weak passwords. This can increase the
risk of an account being breached by an attacker.

Password attacks are a common method for malicious users and can often provide a very quick
route towards the compromise of an application, host, or system. It is therefore very important
to ensure a strong password policy is adopted to reduce the risk of a brute force attack being
successful. Once an attacker has some level of access to a system, it often allows a foothold
into that system and may result in further compromise of other credentials, systems, or data.

The password policy allows users to set weak passwords such as "Password1" or "Password1!".

LRQA Confidential Security Data (CSD)





d28vet9nxjdwsh.amplifyapp.com

Welcome to Anima

Restore password

We have sent a verification code to albin.david@mynettitude.com to confirm your
identity.

Please enter your verification code and new password and click Restore password.

Code

( )

Mew password

(ecccccccccee )

Min. 8 characters. Must contain a mixture of:

Upper case characters
Lower case characters
Numbers

Restore password

Figure 1: Password Policy

As of June 2017, both the NCSC and NIST changed their recommended approach to password
management. This comes at a time where commercially available computing power is now at
a point whereby complexity no longer provides sufficient key space to mitigate the risk posed
by offline brute force attacks performed against cryptographically hashed representations of
passwords.

Additionally, as the recommendation regarding complexity has changed so too have the
recommendations relating to how password changes should be handled by a system.
Unnecessary password expiry is one of the primary reasons cited as causing iterative or
reused passwords. The recommendations therefore call for a focus on breach detection rather
than periodic expiry of passwords. Preventing poor password selection and password reuse
through the use of third-party APIs such as those provided by "HavelBeenPwned" to search
for passwords known to be contained within a public password breach is also recommended.
Finally, one of the improvements suggested which hasn't changed from previous advice is one

LRQA Confidential Security Data (CSD)





of multi factor authentication, the act of having a secondary or tertiary factor in order to log into
a user account. For example, a one-time passcode, RSA token, or other factor.

The following table details the current password policy against the recommended standard.

Setting

Min Length

Max Length

Deny-list that
disallows
common "bad"
passwords

Password expiry *
Use of MFA

Use of Rate
Limiting

Unicode chars
and spaces
permitted

Password
composition rules

Current
Value

at least
8 chars

unknown

NO

unknown
NO
YES

Yes

Recommended (User)

at least 12 chars

at least 64 chars

YES

never
YES (Recommended)

YES - after 5 tries, either
against the same account
or other accounts (password

spraying).
YES

NO

Recommended (Admin)

at least 15 chars

at least 64 chars

YES

never
YES (Enforced)

YES - after 5 tries, either
against the same account
or other accounts (password

spraying).
YES

NO

*Passwords should be changed if there is any indication of a breach. Utilise third-party
monitoring feeds to identify when accounts are breached and enforce password resets as and

when required.

Affected Components

* https://pentest.drq7r2n7yfjfj.amplifyapp.com/

* https://pentest.d28v6t9nxjdwsh.amplifyapp.com/

LRQA Recommends

1. Encourage the use of passphrases through user education and training.

LRQ“ \
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2. A deny-list of "known bad" passwords should be used to ensure users cannot set
passwords which are included in publicly available data breaches. See further reading links
for implementation recommendations.

3. Perform a full audit of all accounts and remove any that are unused, this activity should be
conducted on a regular basis.

4. Passwords should always be changed on first use. Initial passwords or password resets
should always use randomly generated passwords.

5. Encourage the use of two factor authentication for users.

6. All administrative/high value accounts should be protected by multi-factor authentication
(MFA). This solution should not rely on SMS for any of the additional factors.

7. Implement rate limiting and lock out functionalities to prevent password guessing attacks.

8. Do not hinder the functionality of password managers by placing artificial copy & paste
restriction in the password fields.

Further Reading

* NIST Special Publication 800-63B Digital Identity Guidelines - https://pages.nist.gov/8-
00-63-3/sp800-63b.html

» Microsoft drops password expiration - https://blogs.technet.microsoft.com/secguide/201-
9/04/24/security-baseline-draft-for-windows-10-v1903-and-windows-server-v1903/

* NCSC Password policy: updating your approach - https://www.ncsc.gov.uk/collection/p-
asswords/updating-your-approach

» Have | Been Pwned API - https://haveibeenpwned.com/API/v3

* Have | Been Pwned Domain Notifications - https://haveibeenpwned.com/DomainSearch

* NCSC Passwords, Passwords Everywhere - https://www.ncsc.gov.uk/blog-post/pa-
sswords-passwords-everywhere

* NCSC and HavelBeenPwned PwnedPasswordsTopl00k List - https://www.ncsc.gov.uk/-
static-assets/documents/PwnedPasswordsTop100k.txt

LRQA Confidential Security Data (CSD)





5.2 : No Antivirus Inspection Against Uploaded
Media

CVSS 3.1 Score 6.3
CVSS 3.1 Vector AV:N/PR:L/AC:L/UI:R/S:U/C:H/I:.L/A:N
Attack Class Data Validation

Description of the Issue

The application allowed functionality which permits a user to upload media to the website.
Further investigation identified that no antivirus protection was in place, and media containing
malicious content could be uploaded.

LRQA utilised an anti-malware test file to check for the presence of an antivirus solution. The
following screenshots show the file being uploaded and then successfully accessed again
indicating a lack of scanning for malware.

d28v6tInxjdwsh.amplifyapp.com

MDT Hub

Your channels & Penfield Practice | crannel Tvpe GEnERAL

< Back to channels

# Penfield Practice

Test {{7*7}} Doctor {{7*7}} (Penfield Practice) s:08 P

£ Start new thread

BIUS E=2 &EE %

Upload

Figure 2: EICAR File Uploaded Successfully
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d28v6tanxjdwsh.amplifyapp.com

MDT Hub

Your channels & Penfield Practice | crannel tvee GeneRaL
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Figure 3: Can Download the file again from the application later

virustotal.com

c4538aabf51fdof

C Reanalyze = Similar ~

i Last Ar
68 B 14 minutes ago

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY © 30+

Join our Community a L s an / to automate checks.

+ Code insigh

and neutralize threats.

Popular threat label Threat categories virus  trojan Family labels eicar  test  file

Figure 4: Virus Total scan results for same file

Antivirus software is an application used to prevent, detect and remove malware (of all
descriptions), such as: computer viruses, malicious BHOs, hijackers, ransomware, keyloggers,
backdoors, rootkits, trojan horses, worms, malicious LSPs, dialers, fraud-tools, adware and

spyware.

Antivirus plays an important role in prevention and detection of malicious activity and therefore
is highly recommended.

Affected Components

LRQA Confidential Security Data (CSD)
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» https://pentest.d28v6t9nxjdwsh.amplifyapp.com/

LRQA Recommends

1. An up-to-date AV solution should be installed and enabled;
2. AV signatures should be kept up-to-date;
3. Full disk scans should be performed regularly;

4. Log files should be regularly archived and analysed.

Further Reading

* SANS Critical Control 5 - Malware Defences - https://www.sans.org/critical-securi-
ty-controls

» EICAR Anti-malware Testfile - https://www.eicar.org/download-anti-malware-testfile/

LRQA Confidential Security Data (CSD)
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5.3 : HTML Injection

CVSS 3.1 Score 4.3
CVSS 3.1 Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N

Description of the Issue

The application was found to be vulnerable to HTML injection. Attackers can use this
vulnerability to submit malicious code into the application which is then seen by the application's
clients.

This vulnerability is a result of the application permitting and interpreting HTML tags within an
untrusted data submission field. The vulnerability could be present reflected in a URL string or
stored within a web application storage field. In this instance, the vulnerability was present in
requests submitted by the patient on the patient application which is then viewed on the clinic
application.

Similar to another injection vulnerability known as cross-site scripting, this vulnerability can
result in an attacker carrying out a number of client-side attacks. The vulnerability can result
in an attacker gaining access to users' session cookies, credentials, or changing the depiction
of the web application's contents. An attacker could change the web application contents to
include derogatory or harmful material on the application, which could result in damage to the
reputation of the company.

LRQA Confidential Security Data (CSD)
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Who does the letter need to be addressed to?

Slot guaranteed for: 0:00
Close and save as draft

Addressee

<a href=https://b2egfx5psxf7aOh882tvx3sfbbhx5sth.oastify.com>Click me</a>

Y

27 characters remaining

Figure 5: Sending HTML Injection Payload in a request on the Patient App

) M @ NHS: 124 356 8791 GP Letter Request - Risk
DoB: 28-Feb-2000 Request date: 25-]ul-2025 12:07 PM - Symptoms
Email: albin.david@mynettitude.com i

not found Phone: 07123456789 Status: New request - Adherence

Edit triage score

P t request E Message patient B GP Connect
b with other members of your

REPORT 2.0 [Defcult view ':\ ®

@ What does this mean?

[ e

Summary v

Tester is requesting a letter. He would like it to be sent to "click me".
The reason he would like the letter is: "reason”.

Summary Details: "important info".

This is the first time Tester has requested this letter.

He needs the letter by 26-jul-25.

the start of this conversation ndicatars He would like it sent to their home address.

He has provided some additional information: "additional info".

B [+] Show row answers

< REPORT 1.0

Recommendations

Auto-assigned to: Test {{7*7}}
{771

Currently assigned to: Test {{7
Doctor {{7*7}}

Due: -

Priority: Low

Edit assignment options

Figure 6: The Links are rendered on the Clinic Application
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Submitted Answers

Yes
Mo
Answer: No

b. Please describe any important information that should be included in the
letter.

Answer: Important Info

6. Please tell us why you need the letter. Be as precise as possible to help us
understand. You can provide details in the next question.
Answer: Reason

7. Who does the letter need to be addressed to?
Answer: Click Me

M oA En . [l = e . am . ] ] e

oK

Figure 7: Raw Results showing the hyperlinks clearly

I\ Filter (HTTP ) (DNS) ( SMTP

HA Time Type Payload Source IP address
1 2025-Jul-25 11:24:00.921 UTC DNS ssox5evbie500h7pyjicnkiwinTevijw 74.125.40.157
2 2025-Jul-2511:24:00.929 UTC DNS ssox5ev6ieSo0h7pyjicnkiwin7evjw 74.125.43.152
3 2025-Jul-25 11:24:01.132 UTC HTTP ssox5ev6ie500h7pyjicnkiwin7evijw 193.36.15.251
4 2025-Jul-25 11:24:01.608 UTC HTTP ssox5ev6ieSo0h7pyjicnkiwin7evijw 193.36.15.251
5 2025-Jul-2511:24:01.608 UTC HTTP ssox5ev6ieSo0h7pyjicnkiwin7evjw 193.36.15.251

Description DNS query

The Collaborator server received a DNS lookup of type A for the domain name sSOx5EV6ie500h7pYJjenKiW1n7EV7jW.oastify.com.

The leckup was received from IP address 74.125.40.157:46756 at 2025-Jul-25 11:24:00.921 UTC.

Figure 8: Clicking the link works and sends a request

To prevent injection vulnerabilities, the web application should validate data submitted through
untrusted data fields. If possible, a character allow-list should be instituted for all untrusted data
fields, only permitting character input with a valid use case. Also, encode any user input that
will be output by the application.

Affected Components
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* https://pentest.d28v6t9nxjdwsh.amplifyapp.com/nav/home
» https://pentest.drq7r2n7yfjfi.amplifyapp.com/survey

LRQA Recommends

1. Validate, filter, or sanitize all user-supplied data submitted to the application;

2. Encode output from foreign input to ensure the text is not executed by clients' browsers.

Further Reading

* What is HTML Injection - https://www.utep.edu/information-resources/iso/security-awar-
eness/technical-security-resources/what-is-html-injection.htmi

* OWASP - Injection - https://owasp.org/www-project-top-ten/OWASP_Top_Ten_2017/Top-
_10-2017_Al-Injection.html

LRQA Confidential Security Data (CSD)
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5.4 Low: Verbose Error Messages

CVSS 3.1 Score 3.7
CVSS 3.1 Vector AV:N/PR:N/AC:H/UIL:N/S:U/C:L/I:N/A:N
Attack Class Configuration Management

Description of the Issue

Verbose error messages have been detected on at least one web server within the tested
environment.

Detailed error reporting should never be provided on a production web application. Error
messages give very useful information to an attacker about the application and is usually
the first steppingstone to help carry out an attack. Error messages can give out the following
information:

* The language it was developed in, such as PHP, Java, C# or VB.NET,;
* The stack trace of the program that failed;

* The version numbers for the framework in use;

» Database connection strings and/or queries;

» Development class names and object structures including application paths.

LRQA was able to reveal a regular expression for username and password, as well as the
returned message, indicating that the application is using AWS related technologies, which
could be beneficial for an attacker to understand the application structure and proceed to further
attacks.
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Welcome to Anima

Log_in using_smartcard

New to Anima?

If this is your first time using Anima, click the button below
to create your account

Create Account

Anima is the fastest, safest way to manage your practice's patient requests.

If this is your first time using Anima, click Create account to register - it only takes a couple of minutes.
If you already have an account, please enter your email and password and click Login.

Login as existing user

Email

(u\b\'n,dqvid@quq.com" OR'"1'="1"-- - j
Password

[......... j

Forgot your password?

2 validation errors detected: Value at 'userAlias' failed to satisfy constraint: Member
must satisfy regular expression pattern: \p{LNp{MNp{SNp{NNp{P}]1+; Value at
'userName' failed to satisfy constraint: Member must satisfy regular expression
pattern: \p{LAp{MNp{SNp{NNp{P}]+

Login

Figure 9: Verbose Error Messages

Affected Components

* https://pentest.d28v6t9nxjdwsh.amplifyapp.com

LRQA Recommends

1. Implement the use of custom error messages and show generic errors.

Further Reading

» Angular: Error Handler - https://angular.io/api/core/ErrorHandler

LRQA

Confidential Security Data (CSD)
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5.5 Low: No Concurrent Session Management

CVSS 3.1 Score 3.5
CVSS 3.1 Vector CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:L/A:N
Attack Class Session Management

Description of the Issue

The application allowed users to establish multiple sessions, from multiple locations or
browsers. The application held sensitive information and therefore a mechanism should be
provided whereby the user can review all current live sessions, with the option to revoke any at
will. OWASP ASVS level 2 (V3.3.3) states:

Verify that the application gives the option to terminate all other active sessions after
a successful password change (including change via password reset/recovery), and
that this is effective across the application, federated login (if present), and any
relying parties.

An attacker in possession of compromised credentials, would be required to perform no evasion
techniques such as log spoofing or log erasure as all actions carried out by the attacker would
be indistinguishable from the valid user's actions, due to the concurrent session.

LRQA Confidential Security Data (CSD)
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Figure 10: Logged in as same user on 2 different sessions

In addition, failure to prevent concurrent logins may permit a potentially compromised account
to go unnoticed by the legitimate user as 'illegitimate’ and 'legitimate' usage could occur in
unison without one affecting the other. The ability to logon at multiple locations can also result
In concurrency issues, if a data set updated simultaneously or from alternative sessions.

Affected Components

» https://pentest.d28v6t9nxjdwsh.amplifyapp.com/

LRQA Recommends

1. Assess the application and its functionality and if required prohibit concurrent sessions;
2. Place further checks within the application to terminate any previous sessions, should the
user log in from another location, informing the user of the reason they were logged out

(this can alert a user to the fact their account is being accessed elsewhere);

3. Record the concurrent login within the application logs, to aid investigative or fraud
purposes;

4. Allow the application to inform the user of their last logon date and time.

Further Reading

LRQA Confidential Security Data (CSD) 22
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OWASP Session Management Cheat Sheet - https://cheatsheetseries.owasp.org/c-
heatsheets/Session_Management_Cheat_Sheet.html

Confidential Security Data (CSD)
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5.6 Low: Missing HTTP Security Headers

CVSS 3.1 Score 3.1
CVSS 3.1 Vector CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:.L/A:N
Attack Class Configuration Management

Description of the Issue

The application did not provide certain HTTP security headers. Consequently, a number of
attacks become possible or, if already possible, easier to perform.

There are a number of HTTP response headers that can be implemented in order to prevent
certain classes of attack and in order to improve the overall security posture of the application.
Most of these come with little cost and a browser will simply ignore an unsupported header.
Consider the following headers to improve the overall security posture of the application.

+ HTTP Headers Grader v@.9.2
+ Retrieving HTTP headers from| https://pentest.d28v6t9nxjdwsh.amplifyapp.com/

Analysing headers:

X-Content-Type-Options Doesn't Exist
Strict-Transport-Security Doesn't Exist
Content-Security-Policy Doesn't Exist
X-Frame-Options Doesn't Exist
Referrer-Policy Doesn't Exist
Permissions-Policy Doesn't Exist
Cache-Control Set but not with recommended value. [public, max-age=@, s-maxage=31536000]

Figure 11: Missing Headers on Clinic Application

+ HTTP Headers Grader v©.9.2
+ Retrieving HTTP headers from|https://pentest.drq7r2n7yfjfj.amplifyapp.com/

Analysing headers:

X-Content-Type-Options Doesn't Exist
Strict-Transport-Security Doesn't Exist
Content-Security-Policy Doesn't Exist
X-Frame-Options Doesn't Exist
Referrer-Policy Doesn't Exist
Permissions-Policy Doesn't Exist
Cache-Control Set but not with recommended value. [public, max-age=0, s-maxage=31536000]

Figure 12: Missing Headers on Patient Application

HTTP Strict Transport Security (HSTS)
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The HTTP Strict Transport Security policy defines a timeframe where a browser must connect
to the web server via HTTPS. This helps to defend against scenarios where some resources
of a HTTPS application are loaded over HTTP and against attacks against the client which
are designed to force a HTTP request. Both of these scenarios result in HTTPS being largely
ineffective.

The following HTTP response header can be used to enforce HTTPS:

Strict Transport Security: max age=<seconds>[; includeSubDomains]

The protection is effective only for the amount of time stated in the header. Multiple occurrences
of this header could cause undefined behaviour in browsers and should be avoided.

The parameter max-age gives the time frame for requirement of HTTPS in seconds and should
be chosen as a high value: a value at or above 31536000 (around a year) is considered by
LRQA to be a reasonable value.

The flag ensures that the policy applies also for sub domains of the system.
This should be used with caution and only implemented if all resources from all subdomains
are guaranteed to be loaded over HTTPS.

Content Security Policy (CSP)

This is a feature which helps to prevent a wide range of content injection vulnerabilities such
as cross-site scripting. Rather than the primary line of defence, it should be used as a layer
of depth. CSP is not a substitute for handling input and output safely programmatically. It is a
declarative policy that allows the application to inform the client of expected resource sources.

The following HTTP response header can be used to enforce a content security policy.

Content Security Policy: default src 'self’

This is the most basic policy possible and assumes that all resources are hosted by the same
origin as the affected page and that there are no instances of inline script blocks or evals for
scripts and style resources. Policies can be more granular, as demonstrated by the following

policy:

LRQA Confidential Security Data (CSD) 25





Content Security Policy: default src ‘'none’; script src 'self'; connect src 'self'; img src 'self’;
style src 'self;

This example would allow scripts, AJAX, images, and CSS to be loaded from the same origin,
but no other resource types would be permitted. It is a good starting point for many applications.

In addition to the same origin value of , One or more external domains can also be specified
with a space delimiter. For example, if it is desirable to allow the same origin, Google Analytics
and Google CDN, but only affecting scripts, the following CSP header could be used:

Content Security Policy: script src 'self' www.google analytics.com ajax.googleapis.com;

Wildcard values can also be used, along with many other options. A lot of effort can be required
to ensure that a new CSP does not impact the functionality of an application since resources
that fall foul of the policy will simply be stripped. To that end, there is a second HTTP response
header that can be used:

Content Security Policy Report Only: script src 'self'; report uri /csp report endpoint/

This works in the same way as the Content-Security-Policy header except those violations are
reported via a POST request, automatically fired by the browser, to the endpoint such that they
can be logged. Critically, violations are not acted upon beyond that; it is a 'test mode' for a CSP
that allows for a phased in approach.

Finally, it is worth noting versions of Firefox prior to FF23 only understands X-Content-Se-
curity-Policy and X-Content-Security-Policy-Report-Only. It is safe to provide both since FF23
and above will honour the more recent version of CSP over the X version, while other browsers
will ignore the X version.

Content Sniffing

Most browsers will attempt to determine the content type and encoding of a HTTP response in
the event that those properties are absent or incorrect in the headers. This is a practise known
as MIME-sniffing and can lead to certain exposures such as an increased chance of Cross-Site
Scripting and of drive-by download attacks.

The following HTTP response header can be used to prevent MIME-sniffing:

LRQA Confidential Security Data (CSD)
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X Content Type Options: nosniff

There is currently only one accepted valued for this header;

Cacheable HTTPS Response

Some areas of the application may be cached by proxies and/or browsers, potentially leaving
sensitive data accessible to third parties.

Unless directed otherwise, browsers may store a local cached copy of content received from
web servers. Some browsers, including Internet Explorer, cache content accessed via HTTPS.
If sensitive information in application responses is stored in the local cache, then this may be
retrieved by other users who have access to the same computer at a future time.

The following response header must be present in order to guarantee no caching will occur:

Cache control: no store

The value must be exactly as specified above.

Referrer Policy

Referrer Policy is a header that allows a site to control how much information the browser
includes when a user navigates away from a document. By default, browsers will put the full
URL of the origin in the Referrer header sent to site that the user is navigating to.

This can potentially have security ramifications since the origin URL might include sensitive
information such as a session identifier or locations that should not be disclosed such as
administrative management interfaces.

The following HTTP response header can be used to prevent disclosing potential sensitive
information to third-party websites:

Referrer Policy: strict origin when cross origin

LRQA Confidential Security Data (CSD)
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Permissions Policy

The Permissions-Policy header allows for site owners to have a fine-grained control over
whether browser features are enabled or prevented from loading. Presently it appears as though
this is to prevent a scenario where an application may use a number of iframes to different
services. If one of these external services were to be compromised, it would be fairly trivial for
an attacker to utilize the camera feature for example. Using Permissions-Policy allows control
over which resources can use these browser features.

The browser features affected by this are:

* accelerometer

e ambient-light-sensor

e autoplay

* battery

e camera

e cross-origin-isolated

» display-capture

* document-domain

e encrypted-media

* execution-while-not-rendered
e execution-while-out-of-viewport
» fullscreen

» geolocation

* gyroscope

e magnetometer

e microphone

e midi

e navigation-override

¢ payment

e picture-in-picture

e publickey-credentials-get
e screen-wake-lock

e sync-xhr

e usb

LRQA Confidential Security Data (CSD)
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LRQA recommends that if none of these browser features are used/required by your application
then a policy such as the one shown below should be adopted which will prevent any of these
features from being used.

Permissions Policy: accelerometer=(), ambient light sensor=(), autoplay=(), battery=(),
camera=(), cross origin isolated=(), display capture=(), document domain=(),

encrypted media=(), execution while not rendered=(), execution while out of viewport=(),
fullscreen=(), geolocation=(), gyroscope=(), keyboard map=(), magnetometer=(),
microphone=(), midi=(), navigation override=(), payment=(), picture in picture=(),
publickey credentials get=(), screen wake lock=(), sync xhr=(), usb=(), web share=(),

xr spatial tracking=()

At the time of writing there does not appear to be an easy way to ‘deny all' of these features
so the policy above simply allows a source of 'none' to access these individual features. Unlike
the content-policy header there does not appear to be any form of risk associated with blocking
all of these features as they are not required for usage of most applications. If any of these
features are required, '()" within the example above should be replaced with ‘(self)’ (if the feature
is required by the current URL) or with a URL of an which requires access to any of the
functionality discussed above.

Affected Components

* https://pentest.drq7r2n7yfjfj.amplifyapp.com/
» https://pentest.d28v6t9nxjdwsh.amplifyapp.com/

LRQA Recommends

1. Implement these HTTP headers in order to improve the overall security posture of the
application. A level of analysis and testing is likely to be required before deploying these
changes in a production environment.

Further Reading

e HTTP Strict Transport Security (HSTS) - https://cheatsheetseries.owasp.org/c-
heatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html
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Content Security Policy (CSP) - https://cheatsheetseries.owasp.org/cheatsheets/C-
ontent_Security Policy Cheat_Sheet.html

Content Sniffing - https://msdn.microsoft.com/en-us/library/gg622941(v=vs.85).aspx
Cacheable HTTPS Response - https://tools.ietf.org/html/rfc7234
Referrer Policy - https://www.w3.org/TR/referrer-policy/

Permissions Policy - https://scotthelme.co.uk/goodbye-feature-policy-and-hello-pe-
rmissions-policy/
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6 Appendix
Vulnerability Severity M

LRQA use CVSS (Common Vulnerabi
of vulnerabilities we report. This is a wi

ethodology

lity Scoring System) version 3.1 to determine the severity
dely used system which allows us to report in a consistent

and actionable manner. The score ranges from 0 — 10, with higher numbers representing higher

severity vulnerabilities.

Multiple factors contribute to the final

CVSS score of each vulnerability. We determine a series

of exploitability and impact metrics, which combine to create a base score. Depending on the
level of information we have about the vulnerability and the environment it exists in, we may opt
to apply some modifiers to that base score, leading to an altered final score.

The following table shows how each
ranging from critical down to informat

guantitative score is associated with a qualitative rating
ional.

Severity Rating CVSS Score
CRITICAL 9.0-10.0
7.0-89
40-69
0.1-39
0.0

Typical Vulnerability Characteristics

Exploitation is likely to be easy and repeatable. It is
also likely to result in significant system access. There
is potential for significant business impact.

Exploitation is likely to be difficult and require
specific user interactions or attack timing. Following
exploitation, elevated system access is likely.
Business impact is likely to be meaningful.

Exploitation is difficult due for reasons such as
complexity, location requirements, specific user
interactions, etc. Successful exploitation is likely to
lead to normal or limited system access. Business
impact is likely to be low.

Exploitation is unlikely and resultant system access is
low. Business impact is negligible. This may be more
useful in tandem with one or more other vulnerabilities
rather than a standalone one.

No vulnerability exists, but this is still a noteworthy
finding. This may have the potential to evolve a
vulnerability in future. It may represent an opportunity
for improvement.

LRQA
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CVSS scores are calculated based on one or more of the following three metric groups: base
metrics, temporal metrics, and environmental metrics. These are described in more detail
below.

Base Metrics

The base score represents the intrinsic characteristics of each vulnerability, which remain the
same over time and across all environments. The base score is comprised broadly of two
metrics; the exploitability of a vulnerability and the impact it may have.

The exploitability elements reflect the ease with which the vulnerability can be exploited. Not all
vulnerabilities are equally exploitable. For example, some may require specific user interactions
or attack positioning, while others may be exploitable from anywhere in the world with no
dependencies. The impact elements describe the immediate consequences of successful
exploitation, in terms of confidentiality, integrity, and availability.

Temporal Metrics

The temporal metrics modify the severity of each vulnerability based on factors that change
over time, such as the availability and maturity of exploit code, software patches, etc. Temporal
metrics are included in our CVSS calculation when we have sufficient information to include
them.

Environmental Metrics

Environmental Metrics modify the base score based on factors which are unique to the relevant
environment, for example the existence of mitigating factors and the risk requirements of
the environment. Environmental metrics are rarely included in our CVSS calculations due to
insufficient information about these factors in most engagements.

Penetration Testing Methodology
LRQA has a series of approaches for conducting Penetration Tests.
Black Box Testing

In a Black Box test, the client does not provide LRQA with any information about their
infrastructure. For internal tests the customer may provide no more than a network point for the
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tester to connect in to. For external tests, this may simply be a URL or even just the company
name that is in scope for assessment. The testing team is tasked with testing the environment
as if they were an attacker with no information about the infrastructure or application logic that
they are testing. Black Box tests tend to take longer to commission than White Box tests and
may identify less exposures and vulnerabilities than those of White Box tests.

White Box Testing

In a White Box test, clients provide LRQA with information about the applications and
infrastructure prior to the commencement of the testing engagement. Usernames and
Passwords are provided to the testing team as part of the engagement, and the client may
provide consultants with access to source code. In this type of testing engagement, we
works closely with the client to perform the assessment. These types of tests tend to gain
deeper understanding of the application and infrastructure logic, and may generate highly
comprehensive test results.

Grey Box Testing

A Grey Box test is a blend of Black Box testing techniques and White Box testing techniques.
In Grey Box testing, clients provide LRQA with snippets of information to help with the testing
procedures. This results in a highly focused test.
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